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Introduction

System Manager Overview

System Manager helps you define and manageMicrosoftDynamic® SL system byletting you:
create databases

define companies

register your software

customize user access and security

import transaction data

generate reports

publish documents on a Microsoft SharePoin® site by usingDoc Share

=A =4 =4 =4 -4 4 4 -

publish reportsto Microsoft® SharePoin® sites

User's GuideOverview

Thisuser's guideprovidesinformation about the setup and use of the System Manager module of
Microsoft Dynamics SL. The System Managdelporu s e r & sdiffeysufrona documentation for
other modules in that the System Manager topicare typicallyglobal, applying to the whole system
and to most users who workin the system.

What is Coveredinth&J s er 6 s? Gui de

Thisu s e r & scongisatsipiih®rily of procedures and checklists that describe how to perform the
various tasks featured in the System Manager module. Thes e r & salsgcontamhsebpics that help
you become better acquainted with the capabilities of the module.

Who ShouldUseth&J s er 6 8?2 Gui de

Thisu s e r & sis dgsigmed fer users, system administrators, database administrators, and
developers who are new to Microsoft Dynamics SLhe guide provides thénformation that you must
have for making decisionsabout how to use the System Manager modul® benefit the most from
your system.

HowtoUsethdds er 6 s Gui de

Theu s e r & spresgents tlk @rocedures and steps required for usinggé System Manager. Tbelp
you locateinformation, theu s e r 6 scontpins: d e

1 Atable of contents of logically organized activities and tasks.
T An al phabetized 0Qui tygicalRpeffoemecktaskse Task Listo of
T An al phabet i z ermaibnrnhdtéesprovidedinthethseer 6 s gui de
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Quick Reference Task List

This list contains tasks that ardypicallyperformed with the System Manager module. Each task is
crossreferenced to a specific topic pageinthims s er 6 s gui de

How Do | Addé?

1 Users tothe systemfi s e édding Useréon page21.
1 Custom applications to a menui s e &dding Custom Applications to the Merdwon page50.
1 Custom reports to a mend s e é&dding a New ReporiScreen or Queryto a Menudon page45.

How Do | Assigneée?

1 Application databases to the system databasé s e €reatingAdditionalDatabases6on page7.
1 Users to Groupsi s e éssigning Users to Grouggson page24.

1 Access Rightdi s e éssigning Access Righéon page26.

How Do | Back Upé?

1 Databasesfi s e &ackingUp Database® on 79.age

How Do | Createé?
1 An application databasdi s e €reatingAdditionalDatabases6on page7.

1 A Transaction Import control filé s e &V orking with Transaction Import Control Filés o n
page89.

How Do | Customi zeé?

1 Menusfi s e &Jsing Menu Maintenancé o n 4p.age

How Do | Defineé?
1 AcompanyIfi s e €reding Companie® on 5page

How Do | Enter é?

1 Registration informationfi s e &ntading Registration Informatiod o n 14.a g e

How Do | I mporté?
1 Possible values listdi s e émparting Messages and Possible Valudsstsbon page77.
1 Transaction datafi s e émpdrting Transaction Dataon page79.

How Do | Looké?

1 Atthe eventlogfi s e &/iewing the Event Lofjon page77.
1 Up active usersi s e &ooking Up Active Usetson page72.

How Do | Publishé?
1 Repors to SharePoint Sitesi s e &hadng ReportdJsingMicrosoft SharePoind o n 6®.a g e
How Do | Seté?

1 Doc Share defaultsi s e &hadngDocuments By Usindoc Sharéon page 64
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How Do | Starté?

1 The Transaction Import proces8 s e &taring the Transaction Import Process o n 1@0a g e

How Do | Submité?

1 Registration informationfi s e &ntading Registration Information and Unlocking Modulés o n
pagel4.

How Do | Unl ock é?

1 Microsoft Dynamics SL module@ s e &ntading Registration Information and Unlocking Modulés
on pagel4.

How Do | Updateé?

1 The system databasdi s e &Jpdating Databaseé on 7p.age

How Do | Useé?

1 Initialize Modefi s e &Jsing Initialize Modé o n 5p.age

How Do | Validate and Repairé?

1 Databasesfi s e &alideing and Repairing Databases on 7¢.a g e

HowDol Vi ewé?
1 Aneventlogi s e &/liewing the Event Logon page77.
1 A Transaction Import log filé s e &/iewing Transaction Import Log Filé®n pagel03.
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Setting Up Microsoft Dynamics SL

Overview

This section provides informatiombout how to createthe fundamental structures the program uses to
work with thedata it stores. These basic tasksnclude the following:

1 Creaing Companies
1 Geneamting Databases

Creaing Companies

Whenyou first logon to Microsoft Dynamics SLyou will select a company ID that tells the system to
automatically open the appropriate application database that is linked to a system database. The
system administrator assigns the appropriate application datalse to the company ID and the system
database.

Defining a Company

Upon starting Microsoft Dynamics SL for the first time, the system administrator must create at least
one company. The system administrator can add more companies at any time.

To define a company:

1. OpenCompany Maintenancg98.280.00). The screerappears in grid viewand showsall the
companies currently defined in the systenPress F4 to switch to form view.

E=NEoR <

o4 Company Maintenance (98.280.00) - Contoso, Ltd:Demo

WO X@[K 4> M

(F4 - for grid/form wiew)
Company ID:

=

Contoso, Ltd:Demo 2

0050

Compary Name: Contoso, Ltd:Demo

Database Name: SLDEMOAPPGD

V| Active

Master Chart of Accounts: | ggsp

Master Subaccount Table:

0060

Address: 123 Main

City: Findlay
State/Province: OH Postal Code: 17345
Country/Region: us

Phone: (555) 555-0100

Fax: (555) 555-0187

Base Currency ID:
Employer Tax ID:

Company Color:

BAS
123593750
16711680

Contoso, Ltd:Demo

BAS |INS | 0060

SYSADMIN | 6/10/2013

Figurel: Company Maintenance (98.280.00)form view

2. Type a unique identification code for this company @ompany 1D
3. Type the name of the company i@ompany Name
4. Type the name of the application database to associate with the compaiyih Database Name

Note: To see the application database names thatere created, openDatabase Administration
(98.270.00), and note the application databasenames that are shownin the detail area. If you



6 System Manager

did not change the application database namehen you ranthe Empty Company scenario, the
default application database name will be NewApp.

5. SelectActiveto indicate that the company is active. If this box ideared, the companyis inactive
and youcannot add transactions.

6. The mast er c omibh&digpldyed astie mgfaalt in Master Chart of Accountsind
Master Subaccount TableThis ID cannot be changed.

7. Type address information for the company ikddress City, State/Province, Country/Region and
Postal Code

8. Type the contact informationdr the company inPhoneand in Fax

9. The base currency ID fronsL Setup(01.950.00) is displayed asthe default in Base Currency ID
It cannot be changed.

10. Type the tax identification code for the company Employer Tax ID

11. Click the button that displays the company name and select a color. A number associated with the
color appears in theCompany Colobox.

Note: The color and company name change the appearance of the Switch Company button.

12. Click theSavebutton, and then close the screen.
13. Close Microsoft Dynamics SL, and then reopen it

14. Click the Switch Company button on the toolbar. Your new company appears on the
company list.

Note:

1 UseSwitch Company in the Microsoft Dynamics SL window to open another
company thatyouhave access to without closing the one in which you are currently working
and then performingthe logon process again. You can control access to this featurg using
the [Company] section of the $CmpampSectiagdnion( f or mor e
page222.

1 This feature providesmore flexibility for those whadhave towork with data for multiple
companies. For example, you can use this functional
document and then quickly switch to Company B witholatgging off fromCompany A to paste
the copieddetail.

1 The list of companies that appears in the dropdown for ttgwitch Companyoutton is
configurable in theOptionsscreenon the Toolsmenu. Thecurrent defaultis 10 companies
The system will filter the list as you typpart of the company name intie Select a Company
window and show only those companies that match. The list will add tt@mpany that youog
on to the Most Recently Used entries angut them at the top of the list.
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Genegting Databases

You must haveat least one system database and amapplication database before yogan start to
work in Microsoft Dynamics SLCreatingthese databases is part of the installation and initial setup
process. Database creation procedures are included the Microsoft Dynamics SL Installation Guide
(InstallationGuide.pdf)

System Database

The system database contains shared sitgpecific data, such as database fiel@ttributes, edit
characteristics, product registrations, customizations, and scredevel security.

Application Database
An application database containgll the accounting data fora specificfinancial entity.

CreatingAdditionalDatabases

After you createthe initial system and application databasesy our or g aatdbaseat i ond s
administrator can add more database$y usingDatabase Maintenance(98.290.00) or Database
Administration (98.270.00). For more information, se dDatabase Maintenance (98.290.00¢ on page
113 and dDatabase Administration(98.270.00)6on page198.

To creat emptydatabases:

1. OpenDatabase Maintenance(98.290.00). TheConnect Servetab appears.

.
_lij Database Maintenance (98.290.00) [E=REERx

Connect Server | Create Databases | Update Databases

Destination SQL Server Name: SOLAPP

Authentication

@ Windows Authentication

SQL Server Authentication

Connect | | Close

Fath of Configuration File

C:\Program Files\Microsoft Dynamics\SL\Applications\DB\dbbuild.ini Browse

Figure2: Database Maintenance (98.290.00), Connect Server tab

2. InDestination SQL Server Nameypethe name of the server where the databases will reside

3. Windows Authenticationis the recommendedsecurity mode to access a computer that is running
SQL Server. Sele®QL Server Authenticatiofi it is preferred, and then enter the database
administrator logn ID and password for the computer on which you will create the SQL Server
databases.

4. ClickConnect A message in the status bar indicates that you are connected to the computer that
is running SQL Server.

5. Click the Create Databases tab.
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Create Databasedab

Ay Database Maintenance (98.290.00)

_ Create Databases | Update Databases

Scenarios

Empty Databases

Demo - Business Ready Editions
Demo - Professional Edition
Demo - Standard Edition Select a scenario of "Company™
Additional Empty Application Database databases. Click "Create” to setup
the databases. Clidk "Advanced...” to
override the default names, locations
and sizes for the databases.

Create ] ’ Advanced... ” Close

Figure3: Database Maintenance (98.290.00), Create Databases tab

6. Selectthe databasetype that youwant to createfrom the list of Scenarios

Note: If you selectAdditional Empty Application Databasédentify System Databas€98.290.40)
appears. Select a system database to associate with the new application database, and then click OK

7. To override the default name, location, or size of the system or application database, click the
Advancedbutton. Advanced Configuration Settingappears.

i Advanced Configuration Settings EI@
System Database Definition

System Database Name: SLSystem

System Database Size(MB): 45

Server Location of Database Files:

C:\Program Files\Microsoft SQL Server\MSSQL10.MS:!
C:\Program Files\Microseft SQL Server\M550QL10.M5:

Server Location of Transaction Log:
Application Database Definition

Database Name Size  Database Path
3 SLApplication 120

Transaction Log Path
C:\Program Files\Microgoft 5Q... E] C:\Program Files'\Microsoft 5Q... E]

[ U

Path of Configuration File
C:M\Program Fileg'Microsoft Dynamice™S L \Applications*.D B \dbbuild.ini

Browse

[ Ok ] [ Cancel ]

Figure4: Advanced Configuration Settings

8. Enter the correct information and then clickOKto return to the Create Databasegab of Database
Maintenance (98.290.00).
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9. ClickCreate TheAuthenticationwindow appears.

Authentication

Security

@ Windows Authentication {Recommended)
This method provides integrated logon security for SQL Server and the Microsoft
Dynamics SL databases. The credentials that a user logs on to Microsoft Windows

with will be used to validate their logon information on the Microsoft Dynamics SL
database server.

SQL Server Authentication

With this method, SQL Server login 1Ds will be created that will allow explicit
access to Microsoft Dynamics SL databases.

e

Figure5: Authentication

10. Verify that the correct authentication mode is selected, and then cli€@K If SQL Server

SYSADMIN Windows User Name

Enter the Windows User Name of the Microsoft Dynamics SL Administrator. Thig

name must include the domain using domain*usemame. This windows user name wil

be associated with the Microsoft Dynamics SL SYSADMIN user which is part of the
Admiristrators Group.

Windows User Name

/| Grant this user pemmission to create SQL Server loging and users

Additional Administrators can be assigned by thiz Administrator using the Microsoft
Dynamics SL User Maintenance (35.260.00) Application.

Com)

Figure6: SYSADMIN Windows User Name

Authenticationis selected, go to step 4. If Windows Authenticationis selected,SYSADMIN
Windows User Nameppears.

11. In Windows User Nametype the identifier of the Windows user who will be the system

Note: Auser who isdefined as an administrator automatically has access to all screens and reports

within Microsoft Dynamics SL.

12. If you do not want to give the individual the ability to create new SQL Server users and logins,
clear the Grart this user permission to create SQL Server logins and usetseck boxthat is
selected by default An administrator becomes a member of the SQL Sen&YSADMINerver role
if the Grant this user permission to create SQL Server logins and usehg&ck box is selected

Note:

|l

administrator for this database. Type the informatioim the domairn\ username format.

Clearing the check box implies that the database administrator will generate SQL Server users
and loginsby manually usingSQL Server tools.

If the user is aMicrosoft Dynamics SL SYSADMEd alsopart of the SQL Sysadmin gup, it is
basically the sameas selecting theGrant this user permission to create SQL Server logins and
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users check box in theSYSADMIN Windows User Narsereen ofDatabase Maintenance
(98.290.00).

1 To avoid a situation in which the check box is clearédr a Microsoft Dynamics SL administrator
who needsto access databases and perform administrative tasks, enter the following SQL
statement in a query window:

sp_addrol emember O6db_o\wmene®, O6domain
Run the command for each Microsoft Dynamics SL systeand application database.
Example:
use SLSystemDatabase
GO
sp_addrol emember 6db_o\wmenre®, o6domain
GO
use SLApplicationDatabase
GO
sp_addrol emember O6db_o\wmene®, O6domain
GO
13. ClickOK Go to step21.
14. When the security message appears

15. In the Passwordbox, enter a password for the Mast&0 user that satisfies the strong password

1 ClickNoif you want to select Windows authenticatiorAuthenticationappears. Select
Windows Authentication (Recommended}lick Ok, and then return to step 10.

1 dick Yesto confirm that SQL Server authentication is the correct authentication motieuse

when useas want to accessthe computer that is running SQL Serve&QL Master80 Login
appears if you have not yet created the Master80 user. Thdses not occurif you have
already installed a database for Microsoft Dynamics Q1011 or later versionson the
computer that is running SQL Servelf you have already created the Master80 usego to
step 20.

SQL Master80 Login

Password: |

Confirm Password:

Please specify the password for the SGL Server Login |0 master80. We will be
creating thig login, and use this password. ALL Microsoft Dynamics SL databases
will be owned by this SGL Login and Microseft Dynamics SL's data access is
accomplished using this login.

Passwaords must be at least & characters in length AND have
characters from 3 of the following categories:
Upper case letters (A B.C...Z)
Lower caze letters [ab.c...z)
Mumbers (0.1...5)
Mon-alphanumeric characters (.. <= 3"V 1@H#8%")_+)
and NOT include the following characters (=)

Figure7: SQL Maste80 Login

requirements that are listed

16. In Confirm Passwordtype the password again.
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17. ClickOk SYSADMIN Logiappears.

_df SYSADMIN Login |

Password:

Confirm

Please specify the password for the Microsoft Dynamics SL user ID SYSADMIN. This
user has rights to all screens in Microsoft Dynamics SL as well as exclusive access to
several Ltilty screens. Once the database is created you will need this password to
login to Microsoft Dynamics SL.

Passwords must be at least & characters in length AMD have
characters from 3 of the following categories:
Upper caze letters (AB.C...2)
Lower case letters @ b.c...z)
MNumbers (0,1,..9)
Non-alphanumeric characters (], <=7/~ I@&#5%70_+)
and NOT include the following characters (=)

Figure8: SYSADMIN Login

18. Type thePasswordof the SYSADMIN user.
19. In Confirm, type the password again, and then clic®K Loginappears.

.l Login ==

User Name: b asterS0

Password:

oK Cancsl
||

Please specify the password forthe SQL Login
named master30. We need this information to
insure that the comect database rights are
assigned for the databases that are being
created. We will verify the password before
proceeding with creation.

Figure9: Login
20. Typethe Passwordof the SQL Server user Mast860, and then clickOK The database creation
process starts

21. After the database scenario is created, clic®Kto acknowledge the completion of the dabase
creation process and then dose Database Maintenance(98.290.00).



12 System Manager




Registering the Software 13

Registering the Software

Overview

This section provides information and procedures for registeritige Microsoft Dynamics SL software.
These basic taskdnclude the following:

1 Entering registration Information
1  Unlocking modules

Registration Process

When your organization purchased Microsoft Dynamics SL softwaevlicrosoft Certified Consultant
submitted to Microsoft the name of the company buying the software. Other informatiogld about
the purchaseincludes the following:

1 Information about the company.

1 The name of the consultant who sold Microsoft Dynamics SL.

1 The names of any consultants engaged to customize the Microsoft Dynamics SL software.
1 The licensed modules.

Your organization will receive a license that entitles you to unlimited access to the modulesd also
the keys to unlock those modules. Registered users also receive software updates and bulletins.

TRIAELOC mode

You can install the complete suite of Microsoft Dgmics SL modules, even though you may not have
licensed them all. You can use each module in a special TRLARC mode following the initial
installation. The TRIALOC modeallows 20 logins to an unregistered version of the Microsoft
Dynamics SL databaseAfter 20 logins, register the product to continue use.

Notel f you receive system message 6824, o0You have re
in TRIALLOC mode, you have exceeded the maximum number of five users. This limit is in effect until
the system is registered and unlocked.
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Entering Registration Information and Unlocking
Modules

Complete the registration process after you receive your customer ID and module unlocking codes
from Microsoft.If you have not received the unlocking information, log on to the CustomerSource
website and open the My Account page to locate it, or contaatMicrosoft Certified Partner. For more
assistance, call Sales Operations at-200-456-0025 and select option 2.

Entering Customer Information

To enter customer information:

1. In the Microsoft Dynamics SL window, click thedministrationbutton and selectRegistration.
Registration(95.250.00) appears with theCustomertab selected.

_ 4 Registration (95.250.00) [EF=R|ESE|=)
Actions - = r| EH @

Reseller/Consultant | Modules

Customer ID:
Company Mame: I |
Parent Company: |
Address Line 1: I |
Address Line 2: |
City: I |
State Province: D Postal Code: :
Country/Region: D
Contact Person: |
Title: |
Telephone: I( )

[@)

Fax:

Type of Business: |

Mumber of Employees at this Location:

INS 0060 SYSADMIN = 6/1/2007

Figure10: Registration (95.250.00), Customer tab
2. In Customer ID enter the identification code for your company as it is listed on the registration
report that was sent to you and your Microsoft Certified Partner.

3. Enter information about the company in the other fields. Required fields have red borders. If you
do not complete required fields, a message witle displayed that asksyou to complete the ields.

4. Click theSavebutton on the toolbar.
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Entering Reseller and Consultant Information

You can enter information about the Microsoft Certified Partner (reseller) who sold the software and
any consultant hired to customize the software. This informatias not required However, itcould
provide a helpful resource in the future if you need contact names and numbers.

To enter reseller and consultant information:
1. InRegistration(95.250.00), click the Reseller/Consultanttab to select it.

.4 Registration (95.250.00)

H =

Actions -

B e

Customer nt ;| Modules

Reseller

—

Reseller ID:

Company Mame: |
City: |
’_

Contact Person: |

[() -

StateProvince:

Telephone:

Consultant

Company Mame: |
|

City:
,_

State/Province:
Contact Person: |

() -

Consultant ID:

Telephone:

INS 0080

SYSADMIN

=@ ==

&/1/2007

Figurell: Registration (95.250.00), Reseller/Consultant tab

Microsoft Dynamics SL software to your organization.

engaged to customizehe MicrosoftDynamics SL software.
Click theSavebutton on the toolbar.

In the Reseller area, enter information about the Microsoft Certified Partner that sold the

In the Consultant area, enter informatiombout the Microsoft Certified Partner your organization
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Entering Module Information

Enter information about any licensed modules. Microsoft issues a keyunlock the modules.

To enter module information:
1. InRegistration(95.250.00), click the Modulestab to select it.

_df Registration (95.250.00) =n =R =<
Actions - = r| EH @
Customer ResellerfConsuItantE'

{F4 - for gridfform view)

| Ttem = | Serial Mumber = Unlocking Key I Unlocked | d
O
O
O
O
O
O
O
O
O
O

4 »
Verification Code:
Authorized Users: .
Print |
INS 0060 SYSADMIN = 6/1/2007

Figure12: Registration (95.250.00), Modules tab

2. Inltem, type the twacharacter module code or fiveharacter userpack code of each module to

register.

3. Enter information received from Microsoft ierial Numberand Unlocking Key Microsoft
Dynamics SL calculatetJnlocked Verification Code and Authorized Usersor each module.

Note: The System Manager (SY###) and @eral Ledger (GL) modules must be registered before

other modules can be entered.

4. Click theSavebutton on the toolbar.

Note: Unlocked Verification Code and Authorized Usersare automatically updatedwvhenyou save or

print registration information.
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Maintaining Security

Overview

This section provides information and procedures for maintaining security in Microsoft Dynamics SL.
These basic taskdnclude the following:

1 Creating Groups

Adding Users

Assigning Users to Groups

Linking Microsoft Dynamics Sland Windows Users
Assigning Access Rights

Changing a Password

Synchronizing Ownership and Security

=A =4 =4 -4 -4 -4 A

Changing the Database Authentication Mode

Microsoft Dynamics SL Security

Microsoft Dynamics SL provides two important functions that protect business information from
access by unauthorized personnel. These functions are user registration and access rights
assignment.

1 Use registration or authorization identifies a user to the system and providegpassword that the
user must enter to gain entry to the system.

1 Access rights are a set of permissions that define the parts of the system an authorized user may
accessandalsot he user6s rights to alter any information

The Customization Manager module provides the additional ability to restrict screen access by hiding
fields and limiting the field values the usecan enter.

Doc Share Security Considerations

Beforeyou prepare the Doc Share feature for usepntacty our or gani zati onds ShareP
administrator or security officeto make surethat the necessary SharePoint security is in place.

Here are some importanthings to consider

91 Security for customers, vendors, and project users who will view their documents on your
SharePoint sitefi The SharePoint administrator must use SharePoint security to grant these users
Read permissions, givinghem access to view only their own documents on a SharePoint site or in
a SharePoint document library.

1 Security for employees who use Microsoft Dynamics SL and Doc Share in partidiilahis user
frequently has many differentresponsibilities in Microsoft Dynamics SL, requiring different
SharePoint permissions.

0 Assign theDoc Share Creatopermission level to a user who has Update permissions for the
Accounts Receivabl€ustomer Maintenance(08.260.00), Accounts Payable/endor
Maintenance (03.270.00), or Project ControlleiProject Maintenance(PA.PRJ.00) screen.

Your SharePoint administrator or security officer sets up the Doc Share Creator permission
level on the SharePoint server. This permission levets a usercreate ShaePointsubsites on

an existing SharePoint site, create document libraries, and upload documents. If Doc Share is
configured for a customer, vendor, or project created by a user who has the Doc Share
Creator permission level, the software generates a ShamRt site for the entity.

To set up the Doc Share Creator permission level, copy it from the Contribute permission level
that is native in SharePoint. Then grant theermissions that are listedin this section Add the
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Manage Lists permissiorso that use's who havethe Doc Share Creator permission level can
create document libraries. Selecting Manage Sites, Crea®eibsites, Add and Customize
Pages, and Enumerate Permissiorists userscreate subsites.

Select the following List, Site, and Personal permissis for the Doc Share Creator permission
level:

List permissions

Manage Lists Open ltems

Add Items View Versions

Edit Items Delete Versions

Delete Items Create Alerts

View Iltems View Application Pages

Site permissions

CreateSubsites Browse Uselnformation
Manage Web Site Use Remote Interface

Add and Customize Pages Use Client Integration Features
Browse Directories Open

View Pages Edit Personal User Information

Enumerate Permissions

Personal permissions
Manage Personal Views UpdatePersonal Web Parts
Add/Remove Personal Web Parts

0 Grant theDoc Share Contributopermission level to a user who will upload documents.

Your SharePoint administrator or security officer creates the Doc Share Contributor permission
level on the SharePoinserver. This permission levdets a userupload documents to SharePoint
sites and create document libraries. Aiser who hasthis permission level must be able to create
document libraries so that when they upload the first of a particular document typi€h as the

first invoice or purchase order), Microsoft Dynamics SL can create a new library for the document.
If it is created correctly, this permission leveloes notlet a usergenerate subsites.

To set up the Doc Share Contributor permission level, copy it from the Contribute permission level
that is native in SharePoint. Then grant theermissions that are listedin this section. This
includesthe Manage Lists permission. Adding the Manage Ligiermission givesusers whohave

the Doc Share Contributor permission level the ability to create document libraries.

Select the following List, Site, and Personal permissions to create the Doc Share Contributor
permission level:

List permissions

Manage Lsts Open Items

Add Items View Versions

Edit Items Delete Versions

Delete Iltems Create Alerts

View Items View Application Pages

Site permissions
Browse Directories Use Client Integration Features

View Pages Open
Browse User Information Edit Personal User Information
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Site permissions
Use Remote Interface

Personal permissions

Manage Personal Views Update Personal Web Parts
Add/Remove Personal Web Parts

Security for employees who do not use Microsoft Dynamics $LYour SharePoint administrator or
security officer should assign permissions for this group of users based on their work
requirements, company security policies, and any other guidelines your organization follows.

Security for Microsoft Dynamics SL Application SenferYour SharePoint adnmistrator must
assign the Doc Share Contributor permissidiescribedearlier) to the Windows user account that

runs Application Server. Thikets the Application Server to publish documents to SharePoint and
create document libraries.
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Creating Groups

A goup is a collection of users who share the same access rights and menu. Assigning users to
groups makes it easier to change access rights. With a single change, all the users in the group are
updated.

Microsoft Dynamics SL maintains the information about groups in the system databases. Because this
information is shared, group information is available to all application databases.

Some groups arancluded in the database. Beforgzou create new groups,determine wrether any of
the groups that youneed already exist To review thee groups, press F3 in Group ID
To create a group:

1. Inthe Microsoft Dynamics SL window, click thedministrationbutton and selectGroup
Maintenance Group Maintenance(95.280.00) appears.

_ 4 Group Maintenance (95.280.00) - Contoso, Ltd:Dema

A FEEET RN E)

Group ID: I

Marne: | L[Role

Detail (F4 - for grid/form view)

| User ID * | Mame i‘

4 g

Home Page

BAS |INS | 0060 | SYSADMIN |6/12/2012

Figure13: Group Maintenance (95.280.00)

2. Type an identification code for the group iGroup 1D
3. Type a description of the group iName.
4. Click to slectthe Rolecheck boxif this group is role. A roleesemblesa job description

Example:Project Manageiis a role. For allusers whoare project manages, you should associate
their user ID with this group.

5. InHome Page add the URL of avebsite that willbe displayedast he gr oup member sd home p
in the Microsoft Dynamics SL window.

Note:l f the user belongs to more than one group, the so
alphabetical order (excluding the EVERYONE group) until it finds a home page URL to use. A URL

assigned toa specificuser in User Maintenance(95.260.00) overrides a URL assigned to the

userds group.

6. ClickSave
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Adding Users

Anyone who wishes to access the system must be an authorized uddembers of the Administrators
group in Microsoft Dynamics IScanadd users to the systenby defining user information, such as
user ID, name, and password.

The software maintains the information about users in the system database. Because this information
is shared, user information is available to all applicatiodatabases.

Using theHome Pagefield, you can customize the home page that a user will see when they log on to
Microsoft Dynamics SL. You can also designate a home page URL for a user gro@yonp

Maintenance (95.280.00). The software follows the searchules here to determine whethera home

page URLs designated. If more than one URL is specified for a user, these rules determine which one
will be used:

1. First, itchecks whethera home page URIs designated for the user User Maintenance
(95.260.00)).

2. If no URL is found, it checks the user's group records for a home page URlop Maintenance
(95.280.00)).

3. If ahome page URL is still not found, it checks the Solomon.ini filestee whetherthere is a
setting for the [HamerPage]Sectiod mpam yi hd@ lkom&taddo n
home page URL&Y usingthe Solomon.ini file).

4. If a home page URL is not found, the software looksthe Solomon.ini file for a home page setting
for all users.
To add a user if Windows authentication is configured:

1. Inthe Microsoft Dynamics SL window, click th&dministrationbutton and selectUser
Maintenance. TheDetailstab of User Maintenance(95.260.00) appears.

A User Maintenance (95.260.00) - Contoso, Ltd:Demo l = B _th
u OB X@ (K 4 » M [} Contoso, Lid:Demo L2

User ID: | |~ Active Application Server User

Name: | [ Role

Password:

Telephone: |( ) -

Location: |

EMail Address: |

Windows User Name: |

Sample Required fisld: [T | ‘ Pick Color for Required Fields

Home Page |

BAS |INS |0060 | SYSADMIN | 5/21/2012

Figure14: User Maintenance (95.260.00), Details tab when using Windows authentication

2. InUser ID type a unique identification code.
3. InName, type this userds full user name.

4. Type a strong password in thPasswordboxto require the user to enter a passworevhen the
user logs onto Microsoft Dynamics SLFollow the guidelinedor creating a strong passwordh
0Changing a Passwordlon page30.

5. SelectActive Application Server Uséfthe user will submit Application Server requests.
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6. Clickto selectthe Rolecheck boxif this user isa role. A roleresemblesa job description, for
exampleControlleris a role.

Note: A role isfrequently associatedwith a group instead of a user and allisers whoperform that
role are associated withthe group. SeedCreating Groupsé on page20.
7. Type t hEelephaneanddacation

8. If the user will submit requests to the Application Servamake sure that youenter a validemail
address inEmail Address This is the address fronwhich the user will send Application Server
email requests.

9. Enter a validWindows User Namén the formatdomain\ userid (for example,Sales BSmith). The
administrator entering this information must connect to the domaito validatethe entry.

10. ClickPick Cdor for Required Fieldgo selectthe color for mandatory fieldsSample Required field
shows you how a user will view a box for a mandatory field when it is bordered with your color
choice.

11. In Home Pageyou can add the URL of aebsite that willbe dispyedast he user ds home page i
the Microsoft Dynamics SL window.

Note:l f a home page URL i s @&rsup Mgntepadce(®528000),uhe er 6 s group i
URL assigned to the individual user will override it.

12. Click theSavebutton on the toolbar.

Note: If you have toadd several users on a system that is configured for Windows authentication, see
dUser Import (95.300.00 f or hel p.
To add a user if SQL Server authentication is used:

1. Inthe Microsoft Dynamics SL window, click thdministrationbutton and selectUser
Maintenance. TheDetailstab of User Maintenance(95.260.00) appears.

_ 4 User Maintenance (95.260.00) - Centoso, Ltd:Demo l = & ﬂhJ
u AEHBEB XE (K 4 » M [ Contoso, Ltd:Demo 7]

User ID: I ™ Active Application Server User

rEE | [~ Role
Password:

Telephone: |[ ) -

Location: |

EMail Address: |

Windows User Name: |

Sample Required field: :l ‘ Pick Color for Required Fields

Home Page |

BAS |INS | 0060 | SYSADMIN | 5/21/2012

Figure15: UserMaintenance (95.260.00), Details tab when using SQL Server authentication

2. InUser ID type a unique identification code.
3. InName, type this userds full user name.

4. Type a strong password ithe Passwordbox. Follow the guidelines for creating a strong passwd
i nChanging a Passwondlon page30.
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10.

11.

SelectActiveApplication Server Useif the user will submit Application Server requests.
Click to slect the Rolecheck boxif this user isa role. A roleresemblesa job description, for
example Controlleiis a role.

Note: A role isfrequently associatedwith a groupinstead of a user and alusers whoperform that
role are associated withthe group. SeeCreating Groupon page20.

Ty pe t hEelephoneanddacation

If the user will submit requests to the Application Servamake sure that youenter a validemail
address inEmail Address This is the address from which the user will send Application Server
email requests.

Note: Passwords must be used to maintain security and access rights within the Microsoft
Dynamics SL system. You cannot leaew Passwordlank. The New Password box igsible only
when you are adding a new user.

Click Pick Color for Required Field® selectthe color for mandatory fields. 'Sample Required

field, you see how a mandatory field appeaffor this user after the color change.

In Home Page you can add theURL of awebsite that willbe displayedast he user 6s home pa
the Microsoft Dynamics SL window.

Note:l f a home page URL i s @&rsup Mgnteradce(®5280800),uheer 6 s gr o
URL assigned to the individual user will override it.

Click theSavebutton on the toolbar.
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Assigning Users to Groups

Access rights must be assigned for each user. Access rights give the user the security needed to add,
modify, or delete information. To make it easier to assign access rights, assign usergrmups that
share similar rights.

To assign a user to a group ilVser Maintenance(95.260.00):
1. OpenUser Maintenance and then click the Groupstab.

_ 4 User Maintenance (95.260.00) - Centoso, Ltd:Demo l = & ﬂhJ

- FEFEICRILIE T

User ID: I

™ Active Application Server User

rEE | [~ Role
Password:

User belongs to the following groups:
(F4 - for gridfform view)

| Group ID * MName i‘
4 3

Customization Group |

BAS |INS | 0060 | SYSADMIN | 5/21/2012

Figure16: User Maintenance (95.260.00), Groups tab

2. InGroup ID type the identification code for the group to which the user belongs, or prds3 and
double<lick to select the groupfrom the User/Group List

Note:

1 Two groups, ADMINISTRATORS and EVERYON&ag thepreloadedgroupsin each
database. The SYSADMIN user is automatically assigned to the ADMINISTRATORS dseup.
whorequire access to all screens in Microsoft Dynamics SL should be assigned to the
ADMINISTRATORS group. This eliminates the need to manually assign access rights to the
ADMINISTRATORS group.

The EVERYONE group should be used to define the minimum accigds that are requiredby
non-administrator users in Microsoft Dynamics SL. The usesre assigned to the EVERYONE
group, and minimum rights are assigned to the group #ccess Rights Maintenancg95.270.00).

1 Additional preloaded groupshat are roles, can have users assigned to them. These groups
addition to any group or usercan thenbe given rights to Business Analyzer reporfShese groups
are identified by theirsuffix of 6SL-BAG Usersare thenassigned to groups that include a role they
are performing.

3. Type the identification code for th€ustomization Groughe user belongs tojf any.
4. Type theMenu Groupthe user belongs to, if any.
5. Click theSavebutton on the toolbar.

You can also add users to a groulpy usingGroup Maintenance(95.280.00) and to a customization
group by usingCustomization Group$91.270.00).



Maintaining Security

25

To assign users to a group iGroup Maintenance(95.280.00):

1.

In the Microsoft Dynamics SL window, click thedministrationbutton and selectGroup

Maintenance. Group Maintenance(95.280.00) appears.

i Group Maintenance (95.280.00) - Contoso, Ltd:Demo

A PEEET IR £}

Group ID: I
| [~ Role

Mame:

Detail {F4 - for grid/form view)
| User ID * |

Mame |

4 - iy

Home Page

BAS |INS | 0060 | SYSADMIN | 6/12/2012

=NRCh X

Figure17: Group Maintenance(95.280.00)

In Group 1D type the ID of the group to which users will be assigned, and then préssB.

0 ORd

PressF3 and doubleclick to select the grougrom the User/Group List The rest of the fields will

populate automatically.Go tostep 4.

Note:

f

Two groups, ADMINISTRATORS and EVERYON&mameg thepreloadedgroupsin each
database. The SYSADMIN user is automatically assigned to the ADMINISTRATORS dseup.
who require access to all screens in Microsoft Dynamics SL should be assigned to the
ADMINISTRATORS group. This eliminates the need to manually assign access rights to the

ADMINISTRATORS group.

The EVERYONE group should be used to define the minimum accigds that are requiredby
non-administrator users in Microsoft Dynamics SL. The useare assigned to the EVERYONE
group, and minimum rights are assigned to the group #ccess Rights Maintenancg€95.270.00).

Additional preloaded groupghat are roles, can have users assigned to them. These groups
addition to any group or user can thetbe given rights to Business Analyzer reports. These groups

are
are performing.

In Name, type a name for the group.

identified -BoAy. & hlkesierr ss uafrfel xt hoefn 06aSsL,si gned t o

gr

In the User IDgrid rows, type the IDs foall userswho you want to add to the group, or presg3

and select the users from thdJser/Group List

In Home Page you can add the URL of eebsite that will be displayed ast h e
home page in the Microsoft Dynamics SL window. You can atidine a home page URL fa

specificuser in User Maintenance(95.260.00).

Note:l f t he user belongs to more

than one

group

member s o

group, t he

alphabetical order (excluding the EVERYONE group) until it finds a home page URLetcAuSRL
assigned toa specificuser in User Maintenance(95.260.00) overrides a URL assigned to the

userds group.

Click theSavebutton on the toolbar.
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Linking Microsoft Dynamics Sland Windows Users

Windows User Maintenanc€95.310.00) lets youcreate arelationship betweenone or several
Microsoft Dynamics SL userand a single Windows ser ID.

To linkMicrosoft Dynamics SL user ID® a Windows user ID:
1. OpenWindows User Maintenance (95.310.00).

A Windows User Maintenance (95.310.00) El@
Actions + Customize » ] [& £ X & @ (7]}

Windows User 1D

Microsoft Dynamics SL Users
| User ID User Name | Default User I i‘

ooooOooono

4 o

BAS INS 006D SYSADMIN  6/17/2009

Figure18: Windows UseMaintenance (95.310.00)

2. InWindows User IDtype the identification code assigned to th&/indows usemwho you want to
link, or pressF3 and thenselectthe ID from a possible values listThe Windows user must
already exist before yodollow this step

3. InUserlD, typethe identification code assigned to the ser who you want to link, or pres$-3 and
then selectthe ID from a possible values lisvf Microsoft Dynamics Slusers whoare not linked to
a Windows user ID

The name of the useappears inUserName.

4. SelectDefault Userto specifythe Microsoft Dynamics Sluser as the one that the system will
automatically select for the Windows user ID if another is not supplied.

5. Click theSavebutton on the toolbar.
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Assigning Access Rights

Each user or group must have access rights assigned. Access rights are a set of permissions that

define the parts of the system an authorized user can assessd alsot h e

userds | evel

Levels of access range from view only to full edit capab##i Thisincludes adding,changing or

del
Moded

eting data items. Users or

on 5FJ.age

gr oups Usng nitalize o

The software maintains user and group access rights information in the system databases. Because
this information is shared across application databases, you only have to enteotite timeto make it

available to all application daabases.

To assign access rights:

1. Inthe Microsoft Dynamics Slwindow, click theAdministrationbu
Access Rights Maintenanc€95.270.00) appears.

tton and selectAccess Rights.

.M Access Rights Maintenance (95.270.00) = | <
Actions ~ Customnize - (] [ & X @8 H 4 b M |EH| @
Type Group hd
Group [ User ID: IEUERYONE
MName: |E eryong [ All Companies
Comparny ID: Ingsu
Preload...
Screen/Report | Web Service | Role Center
Detail {F4 - for gridfform view)
ScreenReport Mbr: E
Type: :‘
Mame: |
Module:
=3 [~ Delete
[~ Update [ Initiglization Mode
[ Insert
BAS INS 0060 SYSADMIM  2/20/2010

Figure19: Access Rights Maintenance (95.270.0Q)Screen/Report tab

2. Select either User or Group from th€ypelist.

3. Type the user ID or group ID iBroup/User ID The name of the user or group displays

automatically inName.

4. Type the compny ID inCompany IDor selectAll Companiego apply the access rights to all
companies. IfAll Companiess selected, <ALL> appears i€ompanyiD. If you are setting up
access rights for some companies but not all companies, you will have to enter thisrmation for

each company separately.
5. You can load screens or reports in either of two ways:
1 Type a screen or report number iScreen/Report Number
0 ORd
1 Click thePreloadbutton.

of

be

a

de
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Preload Screeng95.270.01) appears.

. Af Preload Screens (95.270.01) [ | =[]

<ALL > -
General Ledger(D1)
Payroll(D2)

Accounts Payable(D3) oK
Purchasing{04)

Accounts Receivable(08)

Inventory(10)

Bill of Material{11)
Work Order{12)

Multi-Company(13)

Cash Manager(20)

Shared Information{21) 5P

m

Figure20: Preload Screens (95.270.01)

Click the modules whose screens you want to load. Only those modules for whichAbive check
box is selected inModule Maintenance(98.320.00) will appear on this list. After you have
selected modules, clickOK

OnAccessRights Maintenance(95.270.00), Screen/Reporttab, information that corresponds to
the screen or report numbers for the selected modules appears in the grid area under
Screen/Report Number Type Name, and Module.

Note: The user @ group can access any screen or report that appears on this list. If you use
Preload to load all the screens and reports for a modulmake sure that youdelete any screens or
reports that you do not want the user or group to access.

Specify access rightfor each screen. By default, if a screen appears on the list, the user or group
has view access rights.

1 Viewf User can view data items.

1 Updatef User or group carchangedata items. This includesdeleting line items.

1 Insertfi User or group can add dataéms.

9 Deletefi User or group can delete data items or records.

9 Initialization Modefi User or group can use Initialize mode.

If the user needs access rights to Web Servicedjck the Web Serviceab. If not, continue to step
12.

.M Access Rights Maintenance (95.270.00) [ ==
Actions - Customize - ] [d @ X & K 4 » W || @

e T

Group / User ID: IE\-'ERYONE

Name: |E'. eryone [~ All Companies

Company ID: qusu

Preload...
Screen/Report | Web Service | Role Center

Detail (F4 - for grid/form view)

Web Service Method: I

Module:

[~ Access

BAS INS 0060 SYSADMIN  2/20/2010

Figure21: Access Rights Maintenance (95.270.00)Web Servicetab
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9. Select any Web Service Method(s) that yevant the user to have access to usel-or more
information aboutthe Web Services see the Web Servicéelporus er 6 s gui de

10. If the user needs access to any of the Role Centers, click tRele Centettab. If not, continue to

step12.
. 4| Access Rights Maintenance (95.270.00) [ ==
Actions - Customize - ] [d @ X & K 4 » W || @
Type Group v
Group / User ID: IE\-'ERYONE
Name: |5-_-5--.,-:.--5 [~ All Companies
Company ID: IDDSD

| Screen/Report | Web Service | Role Center |

Detail (F4 - for grid/form view)
Part: I |

Sub Partil: | Sub Part2:

[~ Access

BAS INS 0060 SYSADMIN  2/20/2010

Figure22: Access Rights Maintenance (95.270.00)Role Centertab

11. Enter the Part and Sub Part that you want to the user to access.
12. Click theSavebutton on the toolbar.
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Changing a Password

A user receives a password when the system administrator adds the user to the system. To keep
security tight, change passwordsegularly.
To change a password:

1. Inthe Microsoft Dynamics SL window, click th&dministrationbutton and selectSet Password or
click Set Passwordon the Tools menu. Th€®assword Changelialog box appears.

Password Change

0ld Password

New Password

Confirm New

[ oK l | Cancel |

Figure23: Password Change dialog box

2. InOldPassword type the old password.
3. InNew Passwordtype the new password.

Note:A O0strongdé password is requiareasdlonsstrong password r

1 Must be six characterdong, 22 characters maximum.
1 Must be casesensitive.
1 Must include three of the followig categories:
0 Numeric characters
0 Uppercase characters
0 Lowercase characters
0 Special characters (such as those used in punctuatioaxcept for= and ;)
4. ClickOK
When you log on to the Microsoft Dynamics SL the next time, your new password will be readysfar



Maintaining Security 31

Synchronizing Ownership and Security

There are two scenarios available faynchronizingownership and security on theUpdate Databases
tab in the Database Maintenance(98.290.00) screen.

If you have several databases andant to synchronizeownershipfor one or moreapplication

databases, but not all the databases use the Synchronize Selected Application Database Ownership
& Securityupdate scenario. When areport that usesviews and stored procedures is added to a
database, this option synchronize ownership withoutaffecting all databases.The Synchronize

Selected Application Database Ownership & Securityenario gives SQL Server log and roles used
internally by Microsoft Dynamics SL correct rights to the selected application databases. It also resets
ownership of all selected application databases to that of the system database.

If you use Windows authentication, theSynchronize AlDatabaseOwnership & Securitgcenario reses
SQL Server logs and roles used internally by Microsoft Dynamics SL. If yolel®QL Server
authentication, the scenario synchronizethe passwords in the systentdatabase together withthe
SQL ®rver login passwords used by Microsoft Dynamics 8hd correctly ses ownership of all
databases.The Synchronize Selected Application Database Ownership & Secwsitgnario gives SQL
Server logins and roles used internally by Microsoft Dynamics SL cormaghts to the selected
application databases. It also resets ownership of all selected application databases to that of the
system database.

These scenerios are used only under certain circumstances, such as when a database is restored on a
server thatdiffers from the server where the database backup was createdse Synchronize All
Database Ownership & Securitycenario if you receive the following message.

Systemmessage 98270 Ther e i s an inconsistency between t
passwords with the passwords stored in the Microsoft Dynamics SL System database. Please have

the database administrator run Database Maintenance and update the database by using the
Synchronize Al Dat abase Ownership & Security

To synchronie ownership and security:

1. OpenDatabase Maintenance(98.290.00) by going toStart | Control Panel | Administrative Tools
and then selectingMicrosoft Dynamics SL Database Maintenanc®atabase Maintenance
(98.290.00) appears.

4| Database Maintenance (98.290.00) EI =1 @

Connect Server | Create Databases | Update Databases

Destination SQL Server Mame: SERSLDE1

Authentication
@ Windows Authentication

SQL Server Authentication

Connect ] | Cloze

Path of Configuration File

C:\Program Files\Microsoft Dynamics'\SL\Applications\DB\DBBUILD. ini Browse

Figure24: Database Maintenance (98.290.00), Connect Server tab

2. InDestination SQL Server Nameype the name of the computer that is running SQL Server.
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3. Windows Authenticatioris the recommended security mode for accessing the computer that is
running SQL Server, and it is selected as the default. If you selS&QL Server Authenticatign
enter the login ID and password for the computer on which the SQL Server databases will be

created. This login ID should

bsa or a login that has the sameyermissionsas sain SQL Server.

Click theConnectbutton. A message in the status bar indicates that you are connected to the

computer that is running SQL Server.

Click the Update Databasegab.

o Database Maintenance (98.290.00)

= 3 |

System Database Mame:

[SLDemoSystem - ]

Databases

SLDEMOARP10
SLOEMOAPPSD

’ Reset SYSADMIN user ]

[ Set Authentication Type ]

’ Update Views ]

| Connect Server | Create Databases | Update Databases |

Update Scenarios

Execute Master Indexes, Views and Stored Procedures

Execute Master Views and Stored Procedures

Field and Record Maintenance Update

Synchronize All Database Ownership & Security

Synchronize Selected Application Database Ownership & Security

Update Database

Selected System Database Version: 9.00.20228 - Windows Authentication

Figure25: Database Maintenance (98.290.00), Update Databases tab

Select theSynchronize AlDatabaseOwnership & Securityipdate scenario from theUpdate
Scenarioslist if you want to synchronize all the databases at onenie. If you want to synchronize

only one or selected application databases use ti®ynchronize Selected Application Database
Ownership & Securityipdate scenario.

Click theUpdate Databasebutton. TheSynchronize AlDatabase Ownership & Securitypdate
scenario procesgs all system databases on the connected server that were created or upgraded

for Microsoft DynamicsSL

a.) When a system database that is configured for SQL Server authentication is processed, the
Logindialog box appears withviaster80 in User Name.

i Login

User Name: b asterS0

=)

Password:

oK Cancsl
||

insure that the comect database rights are
assigned for the databases that are being
created. We will verify the password before
proceeding with creation.

Please specify the password forthe SQL Login
named master30. We need this information to

Figure26: Login
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b.) In Password, type the password for the SQL Seriaster80 user, and then clickOK This is
the password that youcreated thefirst time that youcreated or updated a database on the
computer that is running SQL Server.

If a password for theMaster80 user has not been created, theSQLMaster80 Logindialog
box appears This lets yowcreate a password for the SQL Servétaster80 user.

5QL Master80 Login

Password: |

Confirm Password:

Please specify the password for the SQL Server Login |D master80. We will be
creating this login, and use this password. ALL Microsoft Dynamics 5L databaszes
will be owned by this SOL Login and Microsoft Dynamics SLs data access is
accomplished using this login.

Passwords must be at least 6 characters in length AND have
characters from 3 of the following categories:

Upper case letters (ABC...2)

Lower case letters (abc...z)

MNumbers (0.1...9)

Mon-alphanumeric characters ([, <=2/ IV~ I@HS5L ™) _—+)
and NOT include the following characters ;=)

Figure27: SQLMaster80 Login

c.) InPassword type a password for the SQL Servbtaster80 user, and type it again irConfirm
Password

d.) ClickOK The synchronizatiomprocess starts

You will receive a message when the synchronizatiorcismpleted. Click OK and then close the
screen.



34

System Manager

Changing the Database Authentication Mode

Use theSet Authentication Typéutton in the Database Maintenance(98.290.00) window ifyou have
to change the authentication method that was selected whethe Microsoft Dynamics SL databases
were created. Checko make surethat SQL Server Services are running before yfllow these steps

To change the database authentication mode:

1.

In SQL Server Management Studio, connect to the database server as an administrégaror a
user who is a member of the SYSADMIN server role).

Back up the system and application databases. See Microsoft SQL Server 2005 Books Orifine
you need help

OpenDatabase Maintenance(98.290.00) by going toControl Panel | Administrative Toolsand
then selectingMicrosoft Dynamics SL Database Maintenanc®atabase Maintenance
(98.290.00) appears.

4| Database Maintenance (98.290.00) El =1 @

Connect Server | Create Databases | Update Databases

Destination SQL Server Mame: SERSLDE1

Authentication
@ Windows Authentication

SQL Server Authentication

Connect l | Close

Path of Configuration File

C:\Program Files\Microsoft Dynamics\sL\Applications\DB\DBBUILD. ini Browse

Figure28: Database Maintenance (98.290.00), Connect Server tab

On the Connect Server tab, type the Destination SQL Serdame.

Windows Authentications the default security mode to access the instance of SQL Server. It is
also the recommended authentication mode. ClicBRQL Server Authenticatioif you prefer to use
it, and then typlognlbaedP&sordi& the instamce af SQL &erver where
the databases are located.

ClickConnectto connect to the instance of SQL Server.

When the status bar at the bottom of the screen indicates that you have connected to the
instance of SQL Server, click th&Jpdate Datatasestab.
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Notice thatin Databases the application databases are automatically selected for you.

‘j Database Maintenance (98.290.00)

System Database Mame:

| Connect Server | Create Databases | Update Databases |

Update Scenarios

[SLDemoSystern - ]

Databases

SLDEMOARF 10
SLOEMOAPPSD

’ Reset SYSADMIN user ]

[ Set Authentication Type ]

’ Update Views ]

Execute Master Indexes, Views and Stored Procedures
Execute Master Views and Stored Procedures

Field and Record Maintenance Update

Synchronize All Database Ownership & Security

Synchronize Selected Application Database Ownership & Security

Update Database

Selected System Database Version: 9.00.20228 - Windows Authentication

Figure29: Database Maintenance

(98.290.00), Update Databases tad Windows Authentication

‘j Cratabasze Maintenance (98.290.00)

System Database Mame:

[SLDemoSystern - ]

Databases

SLDEMOARF 10
SLOEMOAPPSD

’ Reset SYSADMIN Password ]

[ Set Authentication Type ]

’ Update Views

| Connect Server | Create Databases | Update Databases |

| [ smebvoriz

Update Scenarios

Execute Master Indexes, Views and Stored Procedures

Execute Master Views and Stored Procedures

Field and Record Maintenance Update

Synchronize All Database Ownership & Security

Synchronize Selected Application Database Ownership & Security

Update Database

Selected System Database Version: 9.00.20322 - SQL Server Authentication

Figure30: Database Maintenance (98.290.00), Update Databases tab SQL Server Authentication

In the System Database Naméist, select the system database that will be affected by the

authentication change.
Click Set Authentication Type

35
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Authenticationappears.

Authentication
Security
@ Windows Authentication (Recommended)
This method provides integrated logon security for SQL Server and the Microsoft
Dynamics SL databases. The credentials that a user logs on to Microsoft Windows
with will be used to validate their logon information on the Microsoft Dynamics SL
database server.

SQL Server Authentication

With this method, SQL Server login |Ds will be created that will allow explicit
access to Microsoft Dynamics SL databases.

g

Figure 31: Authentication

10. Select an authentication method, and then clickk. Windows authentication is recommended.
11. Follow these stepghat apply to the authenticationmethod that youselected.
91 If you selected Windows Authenticatio

a.) SYSADMIN Windows User Namappears that showsthe domain and user name of the
default system administrator.

SYSADMIN Windows User Name

Enter the Windows User Name of the Microsoft Dynamics SL Administrator. This
name must include the domain using domain‘usemame. This windows user name wil
be associated with the Microsoft Dynamics SL SYSADMIN user which is part of the
Administrators Group.

Windows User Name  Sgles’BSmith

/| Grant thiz user pemmission to create SOL Server loging and users

Additional Administrators can be assigned by this Administrator using the Microsoft
Dynamics SL User Maintenance (35.260.00) Application.

[

Figure32: SYSADMIN Windows User Name

Make changes inWindows User Nameas needed. Type thénformation by usingthe
domain\ userid format.

Note: Auser who isdefined as an administrator automatically has access to all screens
and reports within Microsoft Dynamics SL.

b.) If you changed the Windows user name and do not want to give the individual you
designated the abiity to create new SQL Server users and logins, clear Beant this user
permission to create SQL Server logins and userseck box. By default, he check box is
selected.)

An administrator becomes a member of the SQL Sen&YSADMINerver role if theGrant
this user permission to create SQL Server logins and usetseck box is selected
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Note:

1 Clearing the check box implies that the database administrator will generate SQL Server
users and loginsby manually usingSQL Server tools.

1 Toavoid a situationin which the check box is cleared and th®licrosoft Dynamics SL
administrator cannot log on to accesslatabases and perform administrative tasks, enter
the following SQL statement in a query window:

sp_addrol emember O6db_o\wmene®, O6domain

Run the commam for each Microsoft Dynamics SL system and application database.

Example:

use SLSystemDatabase

GO

sp_addrol emember O6db_o\wmene®, O6domain
GO

use SLApplicationDatabase

GO

sp_addrol emember O6db_o\wmene®, O6domain
GO

c.) ClickCk. The authentication mode chnge process starts

1 If you selected SQL Server Authentication:
a.) Securityappears.

Security

The recommended choice is Windows Authentication. Are you sure
S0L Server Authentication is what you want?

Figure33: Security

b.) ClickYesto confirm your selection and continueLoginappears.

i Login
User Name: b asterS0

Password:

=)

oK l | Cancsl

Please specify the password forthe SQL Login
named master30. We need this information to
insure that the comect database rights are
assigned for the databases that are being
created. We will verify the password before
proceeding with creation.

Figure34: Login

c.) Inthe Passwordbox, type the password that was created for tHdaster80 user when
your databases were generated, and then clidRK The authentication mode change
process starts.
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SYSADMIN Logiappears.

_ i SYSADMIM Lagin (=3

Pazzword:

Canfirm

Fleaze specify the pazsword for the Microzoft Dynamics SL user ID SYSADMIM, This
uzer haz rightz ta all screens in Microzoft Dynamics SL az well as exclusive access to
several Utility screens. Once the database iz created you will need thiz passward ta
login ta Microzoft Dynamics SL.

Passwords must be at least 6 characters in length AMD have
characters from 2 of the following categories:
Upper caze letters (A B C...7)
Lower case letters (ab.c....2)
Mumbers [01...9)
Non-alphanumeric characters (1H[],.<> 2"~ I@H$E™)_+)
and NOT include the fallowing characters [;=)

Figure35: SYSADMIN Login

d.) InPassword type the password for the SYSADMIN user. This password must satisfy the
strong passwordrequirements that are listedin the dialog box.

Note: For more information about strong passwords, see thdicrosoft Dynamics SL
Security Guide
e.) In Confirm type thepassword again, and then cliciok.

12. When theprocess is complete the 9829000 message box appears, and the status bar at the
bottom of the Database Maintenance(98.290.00) window indicates that the authentication
change was successful.

9825000 =)

Database update process complete,

% )

Figure36: 9829000 - Process complete message

Note: When an authentication change is unsuccessful, you will not see this message. Instead, a
failure message appears, directing you to view the Dbbuild.log file.

13. ClickOK and then close the screen.
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Synchronizing the Report Server

Use theSynchronize Report Servdyutton in Database Maintenance(98.290.00) to synchronize the
Microsoft Dynamics SL security with SQL Report Serf@rthe reports used in Business Analyzer

Syndronization ofthe rights on the Report Server associated withMicrosoft Dynamics Slsystem
database functions to accurately represent thedata that is storedin Access Rights Maintenance
(95.270.00). For each Windows Accoutthat is referenced bya Microsoft DynamicsSL user the
access rights foruser marked as theDefault Userin Windows User Maintenanc€95.310.00) are
appliedto a Report Server

To change the database authentication mode:

1. In SQL Server Management Studio, connect to the database server asspL daabase
administrator (sa or a user who is a member of the SYSADMIN server role).

2. Back up the system and application databases. See SQL Server Books Online if you heu
3. In Control Panel, select Administrative Tools, and then select Microsoft Dynamic&tabase
Maintenance.Database Maintenance(98.290.00) appears.

Note: If User Account Control (UAC) is enabled, make sure that you opamabase Maintenance
(98.290.00) by rightclicking Microsoft Dynamics SL Database Maintenance, and then clicking
Run asadministrator.

My Database Maintenance (98.290.00) Iil_léj

Connect Server | Create Databases | Update Databases

Destination SQL Server Mame: contosoapps

Authentication
@ Windows Authentication

SQL Server Authentication

53

Connect | | Close

Path of Configuration File

C:\Program Files (x86)WMicrosoft Dynamics\SL\Applications\DBYdbbuild. ini Browse

Figure37: Database Maintenance (98.290.00), Connect Server tab

4. On the Connect Server tab, type the Destination SQL Server Name.
5. ClickConnectto connect to the instance of SQL Server.
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6. When the status bar at the bttom of the screen indicates that you have connected to the
instance of SQL Server, click th&Jpdate Databasegab.

Note: In Databases, the application databases are automatically selected for you.

_lij Database Maintenance (38.290.00) ESR I

| Connect Server | Create Databases | Update Databases |

System Database Mame:

Update Scenarios
[SLDemoSyshern - ]

Execute Master Indexes, Views and Stored Procedures

= Execute Master Views and Stored Procedures

Field and Record Maintenance Update

SLDEMOAPPSD Synchronize All Database Ownership & Security

Synchronize Selected Application Database Ownership & Security

Databases

’ Reset SYSADMIN user ]

Update Database

’ Set Authentication Type ]

[ Update Views ]

Closg

Selected System Database Version: 9.00.20228 - Windows Authentication

Figure38: DatabaseMaintenance (98.290.00), Update Databases tal® Windows Authentication

In the System Database Namédist, select the system database that will be affected by
synchroniing the report server.

Click Synchronize Report Server.

When the status bar at the bottm of the screen indicates that you have completed the
synchronization, exit the screen
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Customizing Menus

Overview

This topic provides steps to help yoaustomizeMicrosoft Dynamics SL menus to meet your business
needs. The informatiorincludes the following:

1 Using Menu Maintenance
1 Adding Custom Applications to the Menu

Microsoft Dynamics SL Coigurations

The database administrator can set up the Microsoft Dynamics SL installatiomiany different
configurations. The configuration determines how you log on to the software.

Multiple System Databases

If a company has multiple locations, the datalse administrator may set up more than one system
database. The system database contains sigpecific data, such as product registrations,
customizations, user information, and screefevel security.

When you log orfor the first time, select the system deabase used mostfrequentlyto serve as the
default database. After the initial logon, you can switch to any other system database when you log on.

Example:A company has a main office on the west coast and a satellite office on the east coast. Each
office has its own system database. The east coast officeay have tooccasionallyaccessthe

installation at the west coast office. When signing on, the east coast office would select the system
database that corresponds to the west coast installation.

Multiple Application Databases

Logging on to Microsoft Dynamics SL involves specifying a companyTiiisautomatically loads a
default system and application databaseAfter you logon, you can switch to a different company ID to

load its default system and apptiation databases.Use Switch Company to access a
company in Microsoft Dynamics SL without logging off from the current company. Do this by selecting

a company from the list that appears when you cli@®witch Company.

Example:The west coast office intie previous example wants to keep their financial information
separate from the east coast office. Tperform this task, each office would have its own application
database and company ID. If the west coast office wanted to access the east coast office, the west
coast office wouldlog on by usinghe east coast office company ID.
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Using Menu Maintenance

General Iformation

Menu Maintenance(98.350.00) letsyous t r e aml i ne u s eapplicatiors that theyseedt o0 t h e
dailyy. You can creat e memless¢profiles thdt are jalorgptoeedute baseds Ehens o
when a user logs on to Microsoft DynamicSL anywhere on your system, they will see their own

personalized menus.

Amenu systemis defined as the collection of menus a user views when they log on to Microsoft
Dynamics SL. It is a combination of all the menus defined for groups with which the useassociated.
If a user is a member of four user groups, their menu system is the combination of the menus
accessed byall those groups. Menus are stored in the system database.

A menu system that is generated by Microsoft Dynamics SL is storedinan XMLl e on t he user6s
computer. A menu system must be generated or refreshed when any of the following occur:

1 A useris added to or removed from a user group.

1 A menu for a group in which the user is a memberdéhanged

9 Access rights change for a group in wtti the user is a member.

f The userds access rights change.

The menu system, which is customizeoly usingMenu Maintenance(98.350.00), is made up offour
levels:

1 Module groupfi Acollection of related modules. For example, all modules in the Financials
module grouphelp with financial accounting system tasks. You can access module groups
using the module group buttons. A module group has a name, description, and imatfe.
module groups that havethe same name are found in the menu system, they are combined in
one group.

1 Moduleii A logical grouping of screens and reports that help a user perfogaveralrelated
tasks. Duplicate modules are not permitteth a module group in theMicrosoft Dynamics SL
menu system.Modules with the same name are combined in a single module.

9 Screen groupii Screens that have a related purpose. Examples of screen groups include
screens that produce reports or inquiries, or those that run processes. éreen group has a
name, description, and imagelf screengroups that havethe same name are foundn a
module in the menu system, they are combined in one group.

1 LinkA A connection between an application and Microsoft Dynamics SL. Click a link in the
menu system toopenthe application connected to it. Only one occurrence of a specific link is
permitted in a screen group.

Note: When you create a custom menu, an .xml fiteat containsthe customizations is also created
and stored in\ Documents and Setting\ <user hame3 Application Data Microsoft Dynamics

S\ MenuCache. If you uninstall Microsoft Dynamics SL, the .xml file must be deleted manually to
remove the menu changes.

Building a Custom Menu

Before youstart to workin Menu Maintenance(98.350.00), create user groups inGroup Maintenance
(95.280.00), and in User Maintenance(95.260.00), assign users to thegroups that youcreate. See

OCreating Groupé a Asdigning Usersto Grougs f or hel p with these tasks. Col

department managers andother peqplewh o ar e f ami l i ar with your organizat.

will likely prove to be helpful when you are working on these tasks.

Also,make sure thatyoor evi ew usersd access rights to the screens

menus and screens thaare availabletoa gr oup based on that grMeoupds user
Maintenance (98.350.00). You can use the Related Screens menu Menu Maintenance(98.350.00)
to add a user or group or to assign access rights.
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You can add module groups, mades, screen groups, and screens to customize a menu by using drag
and-drop or rightclick operations. For example, to create a copy of a module group, module, or screen
group for users who will have readnly access, select the item on thMenustab. Theneither right

click and then clickAdd Read Onlyor pressCTRLwhile dragging the item into the navigation pane
work area. Read Only will then appear next Mame for any screen group or screen that is added to

the navigation pane work area in this manner

To create a new menu:

1. Click theAdministrationbutton on the Microsoft Dynamics SL window, and then select Menu

Maintenance.

Menu Maintenance(98.350.00) appears. By default, he Menustab is selected, and inShow
Menus for, Noned show All is selected.

A1 Menu Maintenance (98.350.00)
Action  Related Screens

Menus | Sereens

(E=1 [[ol 55

i Finandal
+\:._] Project
= Orders
P Inventory

', Field Service
M Foundation
ﬂ| Reporting

& - E-

Show Menus for:

None - show Al -

Menu for Group: |EVERYONE

Navigation Pane work area:

Financial

-0 Accounts Payable

+ ' Accounts Receivable
+ -2 Bank Recondliation

= Cash Manager

-5 General Ledger

&-r Payroll

#)-F2" Advanced Payroll

4-F2" Financial Statement Translation

Select Image

Small

Large

|77/ Financial

the left.

;'_:z Project

@ Orders

ﬂ Inventory

¥} Field Service

Everyone

Level:  Module Group

Begin by creating a Module Group. Use the Toolbar, or drag an
existing Menu Group ( top level node ) from the Menu palette on

&l

&

INS 0060 SYSADMIN = 2/23/2010

Figure39: Menu Maintenance (98.350.00)

In the Menu for Groupbox, type a group ID (defined iGroup Maintenance(95.280.00)), or press

F3 and select the ID fromGroup List The group ID appears iMenu for Group and the group

t

o

t he

Groupbutton = on the Menu Maintenance(98.350.00) toolbar.

Note: You can automatically create a navigation button while adding menus in a module
group by righiclicking the module group on thdMenustab, and then clickingAdd CopyAll
menus for the module group will be added. You mé&ave toremove menus that should not

2.
name appears next to it.
Note: The software does notlllowc hanges
3.
be included on the new menu.
4,

In Name, type a label for the new navigation button.

EVERYONE groupos

To create a navigation button that will give users access to the new menu, click New Module

me |
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5. Use theDescriptionbox to type helpful details about the buttonBe aware thatthis description will
be viewed by users when they move their mouse pointers over the button.

6. Optional: ClickSmallorLarget o add an i mage that relates to the navi
to view the images, click to select one, and then cli€RKto add it. It will appear on the left side of
your button. The maximum size for an image is 30200 bytes. This image is stored in the database
and copied locally when the menu cache is generated.

7. OntheMenustab or Screenstab, you can either

1 Rightclick the module, module group, screen, or screen group that you want to add to your
new menu system, and then select eitheAdd Copyor Add Read OnlyThe new item is added
to the navigation pane work area.

o OR
1 Select a module, module group, screen, or screen g, and then drag it into the navigation

pane work area. PresCTRLwhile dragging the item to create a copy that wallow forread-
only access.

Note: Dragginga wholemodule group or screen group onto the navigation pane work area might
be the quickestway to customize a menu in some cases. However, ymay have toremove some
modules and screens users of the new menu dwot have to have

8. Optional: Use theDescriptionbox to revise existing text, or removié, and then enter new text
about the screen graip, such as a reminder or instructions.

9. ClickSaveon the Application menu, or click th&avebutton = on the Menu Maintenance
(98.350.00) toolbar.

10. Review the new menu before it is available to users by clicking tReeview Menubutton £ on
the Menu Maintenance (98.350.00) toolbar or Preview Menuon the Action menu. Pres§3 to
select a user inPreview For UseiWhen the new menu appears, use the toolbar to edit it as
needed.

11. ClickSaveand close the window.

12. Exit Microsoft Dynamics SL and then reopen All users whose menus are affected by the
changes must do thisalso.

This action creates a new .xml menu cache file for each user affected by the changes and
makes the changes visible on the usersd menus.
To remove a menu or screen from a custom menu:

1. Inthe Menu for Groupbox, type a group ID and presENTER or pressF3 and select the ID that is
associated with the menu or screen.

2. Rightclick the unnecessaryitem, and then clickDelete. You can also select the itenand then
click the Delete button onthe toolbar.

3. ClickSave
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Adding a New ReporiScreen or Queryto a Menu

After you have created a custom reparscreen or query add it to a menu and givehe usersaccess
to it by following these steps:

Note:

1 Make sure that youhave the appropriate access rights to use the screens in these steps.
1 We recommend that you create a backup copy of your database before yontinue.

To add a new report or screen to a menu:

1. If you are adding a report, you must create a new report contrecord inReport Control
Maintenance (98.300.00). Go tostep 2 if you are adding a screen.

a) In the Microsoft Dynamics SL window, cligkdministration.

b) ClickReport Control Maintenancén the System Manager windowReport Control
Maintenance (98.300.00) opens.

Figure40: Report Control Maintenance (98.300.00)

c) InReport Number type the number of your custom report without the .rpt or .rflle name
extension For examplethe report number is entered a$1-999 if the report file rame is
01999.rpt or 01999.rdI.

d) InReport Format Nametype a name that describes the custom report format

e) InReport Format type the report format identifier. For report number is 01.999, for example,
the report format identifier is entered a$1999.

f) Saveand close the screen.



























































































































































































































































































































































































































































































































































































































